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1.Abstract

The three primary challenges facing professional web developers today:
efficiency, security and scalability. AppDrag is a development platform for web
professionals. It is a fully integrated end-to-end technology covering backend
development, front end development and powerful cloud hosting. The
technology has been developed with the objective of streamlining web
development through a powerful interface to reduce development time by up
to 75% while providing a future-proofed, secure and completely scalable
solution.
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2.Background

99% of web professionals currently work with old-fashioned mono server CMS
technologies like WordPress, Joomla, Drupal and others. Migration to
cloud-based technologies has not occurred to any significant extent.

Why should web professionals migrate to the cloud?

Mono server CMS (like WordPress) face several serious legacy issues from the
pre-cloud era. As websites are hosted on single servers, sites frequently
become unavailable due to:

0 Sudden influxes of heavy traffic;
Hardware failure;

0 Network interruption;

0 DDoS and similar attacks.

O«

Moreover, each year several million WordPress (and other CMS) websites are
hacked due to new security breaches discovered in the CMS or in its plugins.
Aside from service interruption, this results in substantial inefficiency due to
the time required to update servers and install security patches for the CMS
and plugins.

A further drawback of the mono server-hosted CMS is poor speed. When
accessed from a location that is significantly distanced from the server a
noticeable disimprovement in performance occurs.

Why web professionals have not yet migrated to the cloud?

Most cloud-based tools on the market currently are designed and built for
low-level users. Examples include Wix, Weebly, Squarespace and Jimdo. They
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are not widely used by web professionals due to their significant limitations in
terms of customization, access to source code, poor html code output and
poor/non-indexability by Google.

Prior to the advent of AppDrag, transitioning to a cloud-based approach
required web professionals to re-educate themselves: learning NOSQL, new
languages and cloud hosting architectures, a challenging and time-consuming
process.

How does AppDrag overcome the barriers to change for web
professionals?

AppDrag’s backend 100% custom-written native and optimized code. This
means that it overcomes the traditional limitations faced by other providers
who rely on vast quantities of heterogeneous open source libraries. Using this
approach, AppDrag comprehensively addresses the traditional inhibitors:

0 Efficiency: Produces websites, blogs, ecommerce 75% faster than
traditional development methodologies.

0 Customization: Provides full access to clean HTMLS5 Bootstrap / CSS /
JS source code.

e Integration: Seamless creation of databases and API's for advanced
projects with Cloud Backend.

e Familiarity: Developers can use existing skills & knowledge with MySQL,
NodedJS, Python, C#, Java and SQL so re-education is largely eliminated.

e Performance: Each website/backend is hosted simultaneously on
thousands of cloud servers, with a global CDN (Content Delivery
Network) covering 113 points of presence in the world.

e Speed: AppDrag’s high-efficiency coding fully masters the processing
pipeline up to the millisecond. This delivers incredibly low average
response times of 150ms for cold requests and less than 50ms for
cached requests.

e Security: AppDrag's has added 12 layers of security in addition to the
highly secure AWS backbone.
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This enables web professionals to offer world-class cloud hosting to
customers at vastly improved margins, without worrying about security

patches, server updates & maintenance issues, performances issues,
migrations, hackers, DDOS, etc.
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3.Technical analysis

a. Cloud infrastructure

AppDrag’s cloud infrastructure is built on top of the reliable, scalable, and
multi-regional Amazon Web Services (AWS).

Bsdijufduvsfipg!BggEsbh!ijhi!bwbjibcjnjuz!dipve!iptujoh

i. Scalability

Resources are auto-scaled based on immediate requirements. For websites
ranging from just a few to millions of users, the experience is seamless as the
infrastructure provided by AppDrag is responsive to the website's usage
requirements. This ensures high performance levels and very fast response
times.

ii. High availability
It is mission-critical for AppDrag to maintain availability of services and hosted
websites and apps on a 24/7/365 basis. To achieve this, AppDrag’'s
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infrastructure is fault tolerant across multiple regions in the world. An
automated system provides constant real-time monitoring to prevent any
service interruption of service for customers.

ili. Security

Security is the single greatest priority for most web developers and website
users today. AppDrag has multiple security layers which are summarized
below.

0 AppDrag leverages AWS’s security infrastructure (CloudFront,

LoadBalancer, WAF, DDOS protection, VPN, IAM, security groups,
replication on multiples regions, versioning and Cloudwatch alerts)
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0 AppDrag independently deploys a set of additional security measures
(SSL TLS 1.2, firewall protection, request filtering at app level, SQL
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injection protection, buffer overflow protection, process isolation and
other proprietary techniques).
O Security tokens - Every action (from Ul or API calls) requires a security
token that lasts for a short period of time after login.
Encryption is used throughout for file storage, database and
client/server communications.

O«

iv. Performance

After security, performance is a key consideration for web developers. In this
section, we benchmark AppDrag’s absolute and comparative performance
using a variety of standardized criteria.

Two well recognized indicators of performance are Google PageSpeed' and
Yahoo YSlow?. A convenient way to test and compare multiple sites quickly is
also provided by GTMETRIX:.

A comparative assessment of AppDrag's Performance and Optimization
assessment carried out with GTMETRIX, when compared to the two largest
participants in the Cloud CMS market, Webflow and Duda, showed very
favourable results as shown below*.

" https://developers.google.com/speed/pagespeed/

2 http://yslow.org/

3 https://gtmetrix.com

4 Full report: https://gtmetrix.com/compare/jCir2i7j/KNIfjwfQ/G1bwOx2f
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Another useful metric for performance evaluation is Time to first byte® around
the world. AppDrag’s performance against that criterion was tested using
KeyCDN Performance Test®.

The results of the test, for AppDrag and, subsequently, for Webflow, are
reproduced in the following tables.

Location Status Cache ETag DNS Connect TLS TTFEB

BE New York 200 na na 4237 ms 17.671 ms
BE liami 200 na na 62.763 ms 25.076 ms 33528 me
®E Dallas 200 na na 6.765 ms [ 1414 ms | 26.878 ms 242.448 ms
BE San Francisco 200 na na 63.746 ms 24 866 ms
BE Seattle 200 na na 6.606 ms 16.973 ms
I+l Toronto 200 na na 64.692 ms 1124 ms 22317 ms 46.981 ms
W Frankfurt 200 na na 6.726 ms 40.542 ms
ZE London 200 na na 31.714 ms 18.362 ms
I 0 Paris 200 na na 6.455 ms 22.899 ms 59,608 ms 106.884 ms
— Amsterdam 200 na na 31.394 ms 15.899 ms
I=2 Sao Paulo 200 na na 6.075 ms 31.714 ms
= Singapore 200 na na 15.645 ms 30.413 ms
&R Sydney 200 na na 6.212 ms 0.816 ms 14.144 ms 16.949 ms
® Tokyo 200 na na 7.678 ms 7.974 ms 31.195 ms 49.057 ms

Time to first byte for AppDrag.com - Average: 55ms

:f

5 https://en.wikipedia.org/wiki/Time_to_first_byte
5 https://tools.keycdn.com/performance
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Location Status Cache ETag DNS Connect TLS TTFB
BE New York 200 na na 4252 ms 27.912 ms
BE [ fiami 200 na na 30.693 ms 61.788 ms [ 115.51 ms |
BE Dallas 200 na na 7343 ms 75.564 ms
®E San Francisco 200 na na 128.071 ms 159.884 ms
BE Seattle 200 na na 6.603 ms 67763 ms 143.697 ms 280.193 ms
I+l Toronto 200 na na 31.34 ms 77.391 ms
W Frankfurt 200 na na 6.771 ms 210.828 ms 410.749 ms
ZE London 200 na na 32.019 ms 168.342 ms
1 § Paris 200 na na 6.452 ms 103.556 ms 217668 ms 425928 ms
= Amsterdam 200 na na 15.508 ms 189.848 ms 368.331 ms
Sao Paulo 200 na na 6.142 ms 121.253 ms 251.192 ms 495.775 ms
T Singapore 200 na na 15.35 ms 247023 ms 510.667 ms 10153
Bl Sydney 200 na na 6.104 ms 216134 ms 446631 ms 88462 ms
® Tokyo 200 na na 7.66 ms A71.708 ms 355.576 ms 701.152 ms ¥

Time to first byte for Webflow.com - Average: 402ms¢

A third performance indicator is the Network Waterfall” which evaluates page
rendering time. As with previous tests, the Network Waterfall shows a very
substantial outperformance for AppDrag compared to other leading services.

This benchmarking shows that the following times are required to render 90%
of a page:

0 AppDrag: 0.1s
0 Webflow: 0.8s
0 Duda: 0.9s
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7 https://developers.google.com/web/tools/chrome-devtools/network-performance/reference
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b. Dynamic Page Processor

i. High speed page processor
Dynamic page processor is the entry point when browsing an AppDrag
website, where all the dynamic operations are done. AppDrag’'s code is
efficient and optimized to compute and deliver the webpage’s content, on

average, in less than 200ms for a “cold” query and less than 50ms for a
cached query.

ii. Integrated Cache system

A cache system at node level allows AppDrag to avoid 95% of queries to other
parts of the system. In addition, pages generated are cached for 30 seconds to
be able to offer nearly instant performance even if a website is under attack
(DDoS) or experiencing a severe traffic spike.
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ili. Real Time Log

Every action on a website is logged by AppDrag. From a website dashboard
the log can be checked in real time. Standardized analytics provided include
top page viewed, device type, by country, by referrer and bandwidth usage.
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4.Cloud Backend

AppDrag’s Cloud Backend is a scalable & affordable solution to create
backends easily. Cloud Backend = Cloud DB + API Builder.

O

Il

API Builder

It's core proposition is to enable users to create cloud-hosted backends
instantly and to provide maintenance-free, highly secure, high availability and
scalable backends.

a. Cloud DB

AppDrag CloudDB is a cloud hosted database solution that is fully compatible
with MySQL. AppDrag provides the solution with a zero maintenance
requirement and virtually unlimited scalability. It incorporates a Visual
Interface that enables users to process actions from simple to highly
advanced.
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How does it work?

AppDrag CloudDB is based on a cluster of Amazon Aurora® servers. This allows
AppDrag to affordably provide very high performance levels without
compromising security or availability.

On top of this infrastructure AppDrag offers an intuitive and powerful Ul to create
tables and edit table content. It provides an option to import existing content in
CSV format or restore a whole MySQL database from a backup.

For developers AppDrag also provides a direct APl to execute complex SQL

Queries (create tables, add index, mass updates, etc.)
i

b. Cloud Functions / API Builder

AppDrag API Builder is a serverless compute service that lets people create & run
code without provisioning or managing servers.

AppDrag supports 5 coding languages:

0 NodeJS (Online code edition and package manager included);
C#;

Python (Online code edition included);

JAVA;

SQL (Online code edition included);

O« O« O¢ O«

Support for further languages including PHP, Perl and Go will be added shortly.

AppDrag also provides a Visual SQL interface to create operations on Cloud DB
without a requirement to write any code. Examples include:

O SELECT,
INSERT;

UPDATE;
O DELETE.

O¢ O«

8 http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
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Users can call API functions directly in any programing language with POST and
GET requests or decide to schedule them for daily, weekly or monthly recurrence
with the tasks scheduler.

/A AppDrag

API Documentation Language
a00testdb

-/ /

POST  GetLeadBylD
BGET C

POST
PosT  GetlLeadBylD
BT Hesalisy Get a Lead by id in the Leads table with Visual SQL
pOST

= https://a00testdb.appdrag.com/api/GetLeadBy|D

POST
BODY

POST

POST

0"

id 2
W /folder2
POST  copython
AD_PageNbr 1
POST te
POST TESTPYTHON AD_PageSize -

@ /FolderUnol

POST  importcs

illedTime” : 100 /Table” : [{"firstname” : “julie”Tlastname” : "dupont”email” :
rtelephone” : "01234344523457]}

GET  GetlLeads Sample Request
Get All leads in the db with Visual SQL

Geileads

Bvup!Hfofsbufe!BQIEpdvnToubujpo!xjuiltbngrft!gps!9ibohvbhfts
B

How does it work?

AppDrag API Builder is based on AWS Lambda. AppDrag abstracts the AWS
Lambda complexity and provides an online editor & package manager. This
provides an easy & effective way to create API functions very quickly and to share

them with a collaboration team.
\
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5.PageBuilder

PageBuilder is the main component of AppDrag’s frontend engine. It provides
a fast and powerful tool for the easy creation of high-end, responsive websites.
Its integrated functionality includes search optimization, blog manager and
ecommerce.
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a. Page Editor

Page Editor provides an easy-to-use drag and drop interface with more than
1,000 pre-made layouts and components. Those components are classified
into categories and can be built both by the AppDrag team and AppDrag
PageBuilder’s users. The solution is provided with an embedded “MarketPlace”
allowing users to submit components and make them available to other
AppDrag users either free or for a charge.
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